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There may well be other legislative solutions that

could be used against fraud, and MCI looks forward to the

opportunity to address them in the future.

x. CONCLUSION

Toll fraud is a significant industry problem that

requires the attention and resources of telecommunication

service providers, consumers and government. To those ends,

MCI urges the Commission to adopt policy, programs and

rules, if necessary, in accordance with these Comments.

RespectfUlly sUbmitted,

MCI TELECOMMUNICATIONS CORPORATION

/J 1

By: :{/~/i

Mary J. /~:LSaK

Donald lardo
1801 Pennsylvania Avenue, N.W.
Washington, D.C. 20006
(202) 887-2605

Dated: January 14, 1994
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YOUR PARTNER
IN TELECOMMUNICATIONS
FRAUD PREVENTION

CPE-RELATED FRAUD ... A COSTLY, GROWING PROBLEM
CPE-rt·latl·d fraud. thp illp!!al lI~t' of I'ri\att' tt·!t·('olllllluni ..ation" ~y"tl'lll~...an lit' a

"pl'ion" pl'ohll'm fOl' OWI1('r~ of(:lI~tolll('r I't"'lIli~p~ Equipnwnt (CPE) "u.. h a" PBX

and \oil'p mail ~y"t.·Ill". ~lll'I'('plilioll~" fal'l'ill!! illlo "y"lpm" Ihl'ou!!h plpl'll"Onil'

'·ha..kin!!·· 01' by "tt-alin!! al'('('~- .. odt,-, th(,~t' lhit'\('~ arp ablp 10 ll"p "Olllponp t'l,w'~

pholIP linp" 10 plal'p ('oslly inl,'I'lIaliOlwl "all-,

"lany of IhplII "I'll O\pr"l'a~ ('all~ al I.at'!!ain I'att's 10 ~tl'pl't ('u"tollwl'" ...otlwr" u~p

till' al'''.'~.~ for ,hpil' own purpo-,'-, .-1/,'" a- lIIakill!! non-II'acpablp I'all" 10 .I I'll!! d.·alt·I'.~

ill for.. i!!n l'Olll1tl'ip". It's noluntil \\t'''''- latt-r. whpn unauthorizpd long-

distancp ('all~ "llOw up Oil pholl" I.ill- f hat Iln~lI~l'pl'tin!!('ompani.. s find oul that

Ih.-\· \1' IWt'n \ il't imiz..d,

MCI DETECT: A MULTI-DISCIPLINARY APPROACH
VIeI ha" d ..wlop..d \lel Dt'tl'("~" a Illldfl-di- .. il"inal'y atta ..k on th.' prohlpm offr'<Iud.

Thi" \ahw-add.,d approach for 0111' ('11-' "II Il'1'- i~ pl'mid.'d at no additionall'ost. It inclullps:

• " I l t! r A IV t I I c ~ I ,J II t {I Ii ( \' ;

l-' t f f d II Ii U, I' I U t II tl I I' 11 :

A 'I d • V S I ,J .,!J I " :' .

r II I I tI P d 1 I ,Ii ' .,

TIH'S" plpnH'nls arp now Iwinl! illlplt'lIlf'lIlt'd and shan'd with OUl' custompl'S, W'Ol'kin!!

with you as Pal't of your fralld ('I)ntn.l I.'alli. \lCI will do as much as WI' can to hl'lp

yOIl limit youl' I'XPO,,"I'.' and filla.wiallo--, To find Ollt what you can do to I'onll'ol

fraud. takp ad\anta!!p of till' \IC I (l.'lt'd !,r,,;.!yam now.



CUSTOMER AWARENESS AND EDUCATION

Exclusive fraud

awareness video for

MCI customers.

• E"\du~1\ t' fraud awal'l'Ilt'~~ \ id,," f"r \Ie I ('U~tOIll\'I'~

• \Ianual 011 ",bil~ ('OIllPI'Ollli~t'd (. PI-: f"atlll"'~

• \t'\\~It'ttt'I' Oil lat",4 fralld "olltnd 1t'('lllli'1uI'~

Securing Your CPE ... the First Line of Defense

\Wat"('I1('~~ of fl'awl pot,'ntial i~ ('rili('allo ih dt'lp(,tion. \ IH'W fralld awarPJ1t'~~ vid,·o

pn·~t'ntatioll. "lnvi~iblt' CI·ilJlillal~.'· j. ,l\ailal,I/' to all \ICI ('II~tOIl1t'I',~. \1C1 ha,~ play/·d

a Ipadilli!" 1'01/· in (·/hll'atilli!" ('11.10111""· 1/1 fraud pott'lItial alld in way,~ to idt'ntify and

I'ontl'l" it. (hl'l' till' pa~t thn'/' \ '·al· ... f";lIId l\t)l'k~hop~ halt' Iw/'n Iwld for ilIOn' thall

1.000l'artil';l'aIlH.

Thl' fil'~t and mo~! impol't"nl 1"""1"/1'/' 10 tt'J('plwnt' fralld i~ to ~/'('lll'l' YOlll' ePE.

The\lCI Dt'lt,/,! lH'w~ll'ttt'I' II ill " •. ,." \ 1111 Ilpdat('d 011 tlH' hlt/·~t h·(·hni'llll'''. h·('hnoloi!"~

and id/·a", \ mallllal for\H:1 I·U~I""It.,.- "\,,hinilJl! tIlt' f/'atlll'p~ of CPE whidl al:('

ndlll'r"bl" to att,lI'k will lit' al<,iLd.J.· !lIi,1 I ()I)::. \1<:/ ,'an al~o pl'midp """urit~

(·on'''lIltillg" a ..... i,.. talw(· 011 a ~,,' ... i;d ,d-" Ild-l~ 101' ('1I~tomt'r.. who baIt' 1ll0l'P ('ompl/,"\

,"v .. t.'m,...

CPE FRAUD DETECTION EQUIPMENT THROUGH AFFILIATES PROGRAM

20% discount

on recommended

CPE- attached

hardware.

• 10c:!r di~.·OIl1lt on "t'(,ollllll/'Ild,," ( 1'1, ,'ll,/I"lwtl hanhHu'l'

• \lonitOl'ing of PH'\ traffi(' 011 d "I·;JI 1'"1' I'd~i ..

The First Signs of Fraud Can Be Costly

l .. ually. till' fint ..igll~ of fnlLLd dl" 111It'\1""'I"tI .. pikt's in tt'lt'phOlw llsagt' along with

a "lIdd,'1I l·i .. 1' in ('all .. to ('I'I·tai!l dr"d-. 1:"1 lllt'~l' indicator.. oftI'll IlI'f'onw appan'lIt

wl't'k~ afh'l" till' fact, WbPlllllIlI'll "I' lilt, ,l.lllIa~l' ha .. alrt'ady ht't'll dOllt'. A mol't' timl'ly.

(·ontiuIlOll .. analy ..is of traffi(' 1';11/ I", ,I' '"ll1l'li~llt'dwith PBX add-on t'/(uipmt'nt.

~talt'-of-tllt'-al"ta('('t'~.. ('01111',,1.11,,1 "1111'''111\(1 tt'affi(' monitorillg art' avaiIahlt·

throul!h l'l(lIiplllt'llt manllfu('IIII"',j I" \11, I'" I-'! 'a lilt' and '\iox. TIlt'st' units monitOl'

PBX tntffi(' on a I't'al-tinw ba~i-. \\ 11"11 11"·,,-I,,.ld .. art' triggt'rp(L tht' t'/(uipmt'llt "I'lld ..

alal'lll," and ('an t'vt'n takt' till' ldlililoll, 1111 .1-111',' of .. huttillg dowll tht' ahust'd fa('i1it~

withollt human intt'rvt'ntion, \I ( I '"I " I11I \ II ...·.. both MicroFranw and Xiox

l'/(uipnwnt on it..; own offi('l' PB\-. 0111,1 "01- ,IITanp:I,d a 10l7c discount on CPE-atta('hl'd

hanlwan-- unit .. for \leI I'U .. tO!lIt'I-
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ANALYSIS OF CUSTOMER TRAFfiC

-- -
- -

• \nu"~i~ of outhound intt'rnational and in'follnd :-WO tnd'fi('

to dd,Tlllilw fl'allllult'nt u~a,.:;'· pattt'l'n~

• Custonwr notifi('ation of SU~p(",\t'd fl'alld

• AssistalH'p with itlpntifying how <: PE \\ a.; ""ll1pl'omi~,'d

Mel Program Helps Spot Possible Fraud

MCI monitoring

program helps spot

possible fraud.

Fraud ('an ~till O(Tur. no mattl'r hO\\ ('an'flll" a('('t'~~ to long distam't' lilH's is ('on­

trollt'll. A ha('kpr nln "t't luc/n. n,'\\ 1(,t,lIl1olo!!v mav iw ahlt' to suhvt'l,t vours.r"". ( • • •

disgrunt!t·d t'mployt't's may sl'll ('odt", . .tlw pos.;ihilitips art' PllI\lpss,

A progl'am of rpcording and allal~ zill!! 1'II~tortH'l< lIsagt' in an I'ffOl,t to dptt'ct

traffic with high-fl'allll-potpntial aIlO\\~ '11"1 10 .;pot sllspicious calling pattel'ns and

advist' ('u~tonwl's lwfort' tht' chal'gt'~ app,'at' "11 Ilwil' hill~, Thprp i;: no charge to tilt'

('ustomPI' fot, this SPI'vil',· and gl'adllal t''\\l't1,iOIl i~ plalllwd a;: tt'('hnolog~ p"I'llIit;:,

II's anoth,'I' pal't of \ICl's ('ollllllitlllt'lIl I" 'HII' (,11~tolllt'rS,

THIRD-PARTY INSURANCE

11CI works

or non-restrictive

raud insu ranee.

• Trut' in,~uranf'" that tran;:ft'I''s risk

• Covt'ragt· of any long distanct' l'alTit",.;' t I'affi("

Inllu;:try t'fforts han' I)('t'n madl' to limit fl·alllllo ... ~ through sprvic(' guurantt'ps that

fUlH'tion similarly to insuranct' 1'0\ ,'rag(', 110\\ "\ t't'. thl'sP plans arp limitt'd to spt'cifi,'

,'alTit'I's and rt'(fuirt' spt'cifie volullw Ind'fi,' ""llIll1itrtlt'lIts,

MC[ has a working I'dation~hip \\ illl i111 1I1';llran,'p hrokpr, Hpnry Wanl Johnson

& Company, [n(',; and a major in;:llI'a Ill'" "0111 pa II ~ for thp introduction of an

insul'alH'p poli('y which transft'I';: fnllld I'i,k \\illlOllt dH'st' shortl'omings, MCI dot's

not vipw inSIlI'an('t' as a salt's tool. \\,' \\atlt i111 0111' ,'u~tonH'rs, no mattpr how many

('aITit'I'S tht'Y llIay 1)(' nsing, to hav(' llIa'\irtllltil I"'olt'ction and minimum loss.

FOR MORE INFORMATION, TALK TO YOUR Mel REPRESENTATIVE.

o liE C IMel

Wp'll work with you in t'vpry way po~.;i1t1t' I" n',[II('" dl\' I'isk ofCPE-relatpd fl'aud loss.

Through \lCI Dt'tt'cl, MCI mak,'s it ... /·"pl'll;.'" Oil CPE-rt'lalt'd frauo availahlt' to it.s

('lIstoIlwrs at no additional chargp.

As an \1(:[ ('ustomt'r, Me[ Dt'l'·"1 \\ illlwip \ ou plan and impll'ml'nt a fraud

prt'vt'ntion pl'ogram tailort'd t'xpl'l'ssl \ III \ "II f' IlI'l'ds. W'p will kpt'[J you abl't'ast

of nt'w dt'vt'lopmt'nts, t'nwrf,ring tt'(·hllolo~it·-, In'-II idea~ and

d'fp"tivt' solutions, WI"ll do pvel'ything \\4" lall '" \It'lp you

makp YOUI' own program t'f'ft'ctivl' and I'fI-' ,·n inPIlI.

T /' I I' I" U III mUll i ,. 11 , i 11 II" F r " 1/ d P r II I " " Ii,· /I
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MicroFrame

No Additional Lines, Easy Installation
and Initialization

I{III1I 1111' 1'1'1114111' ,W"I'" 111<111111'11.1111'1 1""'1 ;lllti

.... \Inl{ 1"'1'1 "'11111','1 III II", lilt ; Iii, 11111;11;11;11'.: 1II1

,"-I 111'1'\11';1 -111'1"'1'1 lill<'- ;l11l1 11111./"111- 11111I,ill/;I

111111 i- ";I-il\ iW"IIllljdl-llI't1 iI I 1'111 1'.:11 I -,"'1"- III

I , 11'11 " ., II' i \ "II 1'1'/'''' I" - ,

\11\ l'IIlllbi";III.'" Id' ,1\;liI.II,/., ,lllilll'IIIH';lli"ll

1I'I'hlll>!,,'.:.i,'- 111<1\ lit' -"I.'I'It', I 1'''1' 111,IIIII,'11;lIIl'l' I'. 'II

IW"/'" l I' III :.!I) 11-"/·.I"li'I,,,1 ( nil '"111/,,1/',11';11111

1,'/- ;II'" il\;lil.lld.' 1'''1' -1'11111:':' ,iI,II'III' 111''1111 1111'1111/

ill:':' 1"11\1 1It' 1'. Till I I" \ i;ll i 1111 1111111 11"1 III, Ii 1'1'1 di 11'- ;I II' !

1111111/"'1'-01-"\/'11'- lillllLllillll- "I ";II II 1';1/;11114'1"1

Technical Specifications
Bas ic Secure Senti ne IG IPC·31 0 Platform

FOR INFORMATION

CALL 1(800)395-7450

MicroFrame, Inc,

21 Meridian Road

Edison, NJ 08820

~MCI Telecommunications Corporation 1993

Authentication Models
Callback

cct Dial Token

Operating Characteristics
'e',13' Modem

)' L!I'k Speed
'j=or1iteCllons

,j ConnectIOns,
'"ndard Display
,!a1dard Power
: ptlonal Power
3ack-up Power'

, ,;Icard Memory
[>u fte' memory
:e'3t~re Range
, ,i::,e Humidity

Dimensions

Type
FoxeeVar'ab,e Cai'back, Password Or v
'n'L1re Tee~H MagraKEY SolKEY
oj'f,Lire PassKEY and Other D'l~ular T:iK'C,

2~OD bos w,th MNP ieve 5E'r,j[ Cinec'
uJ,jl Co"'oatlbe
1q2 Kbos Soeed Matcnng oetwee r pcrS
Hcs: 1 RS232/0B25S ~Cisr 2 RS232 08';
AJX Port-RS232/0B25S
RJ11
Red, Green YellOW LED IndlcaIe's
110/220/240 'JAC 50/60 -jz
43'J 10 52V DC
Holdover Battery Illcluded
1MB Battery Suopor;ed Static R.uM
programmab'e
0-40 degrees Certlgrade
To 95% ron'condens,ng
5 75x9 50<:) 75

Control No 200) - " • '
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l\licrof-'rame

IPC-310 SECURE SENTINEL

1)11<t1-llon ('01111'0111'1' \\ illl illll'I'lJnl Illlllll III 1'''\ Itlt'"

l'lllllillllOII" toll I'l'tllld 10"'" t'lllltl'ol "'1'(111:.,:11

Realize the Following Benefits

/I.(t'. '

\ ,r· 'wntinel

•

Illilllllt'lIillll'!' pol'I "'1'('111'11\ dl)(1

lit" \li,I'I;I"<lIIII''''','III'l' "11/11111'/11111':":1',1'1'- iiII'

'--"/II"d ,,1"1/11'111- III' <I -111111.1 11,1, ItI"IIII' 11'i1lld 111-­

/'1"'1"111111111'111::1''1111111111 ,1'111:..:1,' -111111 iI/II, 1'1\1'

"1'111/" ""lllilll'l "111111'''''- '" I",ill rI", "'\IDB ,illd rI,

I'("d-I illll' t·tlll-d4,ttliIIl1l)IlI\(lrlll~.

111'11111"11;1111'1' 1"1/1 ,1I rill' JlI~\ -",'111111:: 11\1' 111;11111,

IIdl1l"'I'"/) ":":d!II-) IIl1dIIJilli/I/"11 ,II'!'-- ,111.1 11"1'" 1

"':: I'l'dlllllll"1I1 ;11'111 i" 1,\ "'l/lllllllIllI-1l 'lI,,"ill'/III_

';III,I"ldill""'111- 111'1'11\ 111"-1'1""/111 1'1/111/'", d' II"

rllI'''":..:I, ;d;lIl1l- 1', p( ',1''1::''/- '" I \ \ 11l,Ii,llilll'-

III' "1';- 1111 l' -\'1111-" 11/ rill' 111111;d ;t!;iI'lIl \\liI';II;1

! 'I', --,,1"1 1"11 111111' :-""'111'" ""11/1111·1 ,'-' ddll'- ,d;II'III­

III 111:..:11"1 ;11111"'1'/11 ;illii/II/l "II ,IIIIlIlIldll"d'" ,),- ri"

III" ,d, II -,., I 1'; II iii I',

1"11" 111l1llillll'ill:: ;11111 dlldll-i- "( ";"1­

11,1_ I" ,1"I"I'lIlill<' il ;II',i\ il\ "\"'1',1,

I,ll ,"'" III flB\ 1II,li111"II<1II1"- 1,,)/'1­

,II ,1111""1,,,11,·1' <1111111'1111";/1;1)/1

i I "11\ 11\ ';/P'"I'I'11 ;/1111111:::,::1'11

I III ;111111-1";/1'11" 1111,,1,· 11I1'-I,t!,jj'!1

\li'T'''' 1';1111,,11;/-1""'11;/ 1";111"1 III I II'II::I';1I1111I,dtI,

,', '1111 1111.'1' ;111.1 ,1;11;1 11,'1 II / ./1- -/'/"11'11 I -\ -1/'111'

,ill"" IQ;;:2, ( ')/III'<IlIi,', '.I ;i11 -1/"- 11·1\ ')/1 tI\I'

"""111" .... "lIlill'·1 ii' <11-1'\ ,·1"1111'111 III ill"II' 1'1',11111 1 ,,-­

," )/ 11/.,1 I' J'lI,:": 1'<1 III,

11I'I;t!L"i,," ;11111 illili;t!i/,lli'"1 1- '1"1,'1- ;11/11";1-1

1"11' lilliI'!' illllll'lIl<1li"ll. 1""11;11'1 \11, ,,,I'I';lIll" 1111

,
\

11"11'.1 ;/1<11'11/' I" Ili~.d\l'1' 11'\,,' il' III'

-, \\ lillllI -,·11·,'1"" lillil' I"<llllt'

III' -11I11-dli\\II"<Ili;/I,i1il\ if II Ii

, I" ,d;II'III-

~II' ,II"" 'Ill" "ll "11111'1' lilll' "I'

I,ll"" /"",.111/'1, lu" ;ill \I( 1,'11,11111111'-
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\clYanced artificial intelligellce pnl\it 11'-'

(·onlillllOU~. hizh len,1 :-;t'('llrity ai!aill--t
l.. • t

fraudulent accp:-;:-; to PBX,

il'!,

I' , iii','"..,.., ~\~tt'llI~

• - i' l,tI :!(I% di..,t'flUllt Oil t'lll in' falllih 111'
~ \ 111'I1I/IWh 10 all \1('/ ('I"'tollll,!,"

'I "IJ,llil I't't'o!l'nilion of II~t'l'-p['()filt, 111'\ ia­
1- .1111 I Il'l'lIlilWI iOll of fnllldulellt II~t'

I " "III,lIld pl'illlt'd t'\'port.., f(lt' a,,~i~li1II1'I'

I II 'Iii III I ililah ~i" all. lll"il~'t' n'''l'ardl
I, "ill'"'..,,, III n'llIolt· Illallltt'IILUII'" P"rt~,

Illilil ~~"'lt'l11'" alld JIl. 1111'111 I" 101..,

I I ",tli/alillll of I'O~I ..,<nill!!" illllt'rt'lll II'

•

•

•

Easy Installation and Custom
Configuration
\\ I 1111111-, till' \io'\ flackt'r Pn'\('l\ft'l' ('all
I, 11".1 ,Hid ('II11fif!urt'd 10 mee( dlt' l'rt,,'i~I'

IIITd" of ~Olll' orgallizatioll. TIlt' Illill
- 111'1 \\t'(,ll 011(' alld"j\It't'lI t''\lt'll.~iOll~ It'

I'f!,\ dllli t'\'IJlIire,:-; no ~rH'cial trllIlkillf!' III'
"I' LlI'i1ilit''', It ('all aiTIJIIlIIIOdalt' lI\t't'

I I '11-\ h01l1' call" (dqwndil\,!! Oil tIIodt,l
11111' 1)1'1' ft'alllre. (,ollfi,£lIl'atioll <IllIl

II '1,1111" ('illl Iw a(,l'otllpli"hed t'it!wl' lJ\
, 1'1'11I11ll' or by u",illg IhI' D(h-ba~t'd

,lil111'11 Illilily prO\idt'11 \\'ith tilt' ILII'h.t'l

T~iE HACKER PREVENTER

The .\iox Hal'kl'r Prp\t'!lfpr prm idp" a lI11iljlJi'
proal'ti\'p approach to tPle\'IHlIIlIUllil'ation"
fraud ('olltrol. l"'in).! thrp\' lint''' of dpfelhl'. it
,~uard:-; inbound al'l'e:-;" 10 PB.\ "\~It'm". hloch.­
illg tilt' t'ffort~ of \'\t'll hi).!hl~ "ophi"til'alt'd
hal'kt'r". Thi", i", a('hi\'\t'd lhroll~h a l'ombina­
tion of lht'r ID. pa",..,\\ord, and \('rhal author­
ization. makil1£ tilt' prolHlhility of£w':-;"ing ,\
\alid codt' (jIlt' in a billio[\. Rppt'att'd al'l'e~",

attemph and lllllhlUd ('all pattpnt", art' rt'co~'­

lliZt'd and an'p"", j" dl'nipd,
Dnl\\'in).! UpOll nperit'llf'p and expt,rtise

.zaillf'd mt'l' mort' Ihan a dp('adp of providill!!
P( :-ha",ed ('all,uToulltin,!! and tt,lecolIllllUnit'a'
lion" "t3 "lIrity, .\iox offer", a l'olIlplt,tt' falllil~ .,1
hardwan' aIltI ",oftware f()!' "llt'I't'~",flllh- blt)\,h.­
ing. Irl\l'kitl).! and trapping ha;'k\'r"' and ..,y"'l\'nl
ablher"" III addition 10 rill' I tacker PreVellll'l',
rill:' Fort Knox family inclnde", Ihe Hacker
Dt'adhott and tilt' r lal'kl'l' Tradd'r

• Three levels of inbound prolt'l,tion from
telepholle hackers

• Secure. monitored lbt' of DIS\-typt' featllrt'..,
for traveling pmployt'p:-; <lnd It,lt'I'omllluH'r",

Realize The Following Benefits
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MATRIX KEY:

Stations

Voice Mail

Auro l
Atfendanl ,

lQ ,,', "~II ;J

Modem Pool

[ 000)

Remote
Maintenance Ports

PBX

The Hacker Preventer"

P 11 Vsic a I ,"",:,us,r~ She,f:r des~ i"1ur'ed elCCisure
}-1135r W75n 0'6 r

eXClUSive 0; Dac~ rl~ -atena!s 28 c:ures
EI pet ric aI ',1ans cower 1'5/230 \Jae 50-60 H:: 50', ~ "'ax

. '1'e c h ri [c "a I,.' .S pee I f Jc a,I ,i 0 ,. s .'

25 \/~ '~~'plca'

Er v r J nmen t te110erature 10-50 deg C
Relat"i2 HU'iI,jlty 10-95'"

rei ephi) ne ;:lJ 1analcg FCC reglstrat,)' EMC54S-' h' i 8-MC-E
Recv 88 ULE10 1818

Ire ton a I Jser 10 code oS jig is 'caX,fT1um 1~!'~I( m'1'r:',~

Jaed numoer length 28 IJr'J,ls maXr'TIU~1

G,ooal Ser:,lce C:asses Cesrricted 1&2rssiric:ed
Jse' SerVice Classes 0 res:rlcted, '-9 JrrestrClec

~ ep 0 r t S Au:iwlzed User 10 liS! selecrable tv :a-[;e' Jse,:c:p
Cell de'all repertast In-Lrs: out 50DO cal N 'cei.
~c:'ie Jser Report selectab'e ay ,2n,~ec' ,,2r ::rJe
Oal 'I ~cllve User Report

Trock Stop

XHP XHP

XHP/ XHP
XHT
XHP XHP

XHP/ XHP/
XHOB XHDB

Trunks

Telecommuters

Software
Defined Networks

The XIOX ')'$_ that w;ll...

Hackers who trip alarms accessing the system

Hackers who tTip alarms leaving the system

Hackers who don't trip alarms

Hackers who try to reconfigure the user's system

Blocking...

IRISA''..
Intelligent Restricted

Inward System Access
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ATTACIDfENT A

MicroFrame

No Additional lines, Easy Installation
and Initialization

Both til(' n'llIo1(' an'(',;" lIH1ill1c'lIalH'(' port alld

S\IDH pOri ('Olllle('l to tI\(' IP( :-:J 1O. ('Iilllillat ill)! tlH'

('(1'.101' ('xlra ,;ul'port lill .. ,., alld llIodl'lll" , IlIiliHliziI'

1iOIl j,; ea,.,ily ac('oll\l'li"lwd tlll'OlI)!h a "'(,I'ip,., of

IIIPIlII-( Irin'lI pl'OlIIpt,;,

.\11\' ('olllbiIlHtioll of ll\ailabl(' alltlwllticalioll

rec!tllolof!ie,; lIlay be ,;elc'cled for llIaillll'lIatH'(' pon

accc',.,,.,, ('p 10:'W 1I';I'I'·d('l'il)('d (:DH ('01111'01 parallH'­

11'1'''' art' antilable for ,.,(,ttill)! alal'llI (Till'l'ia, illc,llId·

ill)! both PPl'ct'lIl de,iatioll I'I'OIll IlOnnal pl'Ofilt'" alld

1IIIIllIwl'-of-e,'ellh lilnitaliOlh ill ('adl parallwI('r,

Basic Secure Sentinelc IPC·31 0 Platform

Authentication Mollels '''''
Callback: FixedNariable Callback, Password Only

Direct Dial Token: In-Line: TeleKEY, MagnaKEY, SofKEY
Off-Line: PassKEY and OtHer Popular Tokens

FOR liNFIOlI.AJION

CALL 1(.'."450
Micr6Frame, lnc.

21 Meridil1l!n 1lloaio
Edison, NJQle20

@MCI Teleelilmmlmications Corporation, 1993

Upendllg Charleterlstlcs
Internal Modem:

Maximum Link Speed:
Digital Connections:

Analog Connections:
Standard Display:
Standard Power:
Optional Power:
Back-up Power:

Standard Memory:
Buffer memory:

Temperature Range:
Relative Humidity:

Dllllensions

2400 bps with MNP level 5Error Correction
ANI Compatible
19,2 Kbps, Speed MatcHing between Ports
Host 1-RS-232/DB25S, Host 2-RS2321DB9S
Aux Port-RS-232/DB25S
RJ11
Red, Green, Yellow LED Indicators
110/220/240 VAC, 50/60 Hz
48Vto 52V DC
Holdover Battery included
1MB Battery Supported Static RAM
Programmable
0-40 degrees Centigrade
To 95%, non-condensing
5.75"x9.50"x275"

Control No. 20017 5/93
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MicroFrame

IPC-310 SECURE SENTINEL

',\CCEM'iTAlUS

r!l.E "'JTM HOt;,

• c.. (1
5'fS()p_

'(I':....

". ,,: i "11. \ Llf{ \1,HIn \1.l.nilL:l."r

•

real-tiuw call-detail ulOuitoring.
L

lIwilltenance port :iecurity. and

alann uwuageuIeut.

Dual-port controller ,,-jth internal UWt!I'1l1 pr()\·idt'~

continuous to)) fraud IO:is controllhroll~.dl
(

TIlt' \lil'luFralue ~e('lIn' ~('1I1ill(·1 illll'l.!l'al('~ tilt' ......- ...;;.-

('~~ell(ial (·1('11\('111:- or a ~olllld lelqlllOllt' fraud lo~~ ~~

1"'("('/11;011 pJ'Ol!ralll illfO a~illl!ll' ~oJlIlioll. TIll' Realize the Following Benefits
~('('lIn' Selllillel ('01111('('1:- to hotlt till' S\IDH alld 1111'

ulailll('IIlIII('., pOri of lilt' PBX. ~('('lIrilll! till' IIll1illl('­

llalll'(' port ap:aill"l llllalltilorized a('('e~" alld d"HTt­

ill~ fraudlll('111 aCli,·il\· 11\ ('(Hltil\lIou,,'" IIlOlIilOl'ill!!
( . . . ,

ntll d(·tail n"·()I'.k It pro,id('~ prolllpi cOlltrol ,H'I ill"

tltnHl/.!h alal'llh 10 1'( :.~. pap:el'~ or F\\ lIlacltill('~. If

dlt'n' i~ 110 n'~flOII:"(' 10 til(' i"ili,,1 "Ianll willtill ,f

pn'-~c'lc'('H'd lillie. S.,.'un' Selllillt'l ('~"alal('~ itl"l'lIl~

to hi~ltel' itllillori!\ and/or ('all itillolllilticalh di~al.ll', ,

. tilt' ithu~,'d fac·'ili!,.

.\IicI'OFrwJ1c 'IH~ 1)('1'11 a leat!t-r ill prol!rallllllal,ll'

('lllllpUIf'r alld data 1lt'I\\orl-. ~""lIl'ily ~y~tc'lII~

"illt'(' 1QH1. (:OIl~flHlli('~ of all ,;iz.'~ n'ly Oil lite

~"('lIre Selltil\el as it k." "'('ll\elll ill Iltc'il' fralld lo~~

('oJllrol program.

II\,;tallatioll alld initializatioll i~ qllick alld ('a,;~.

For ilion' illfonnatioll. ('.lIltw'l \I i('l'OI"nil IH'. 11)(' ..

• ( 11111 iliIlCIlI~ 11I()lIitol'ill;.! alld allaly,;i,; of call­

'/"I;lillrt'lId,; to d('/ef'lllille if i1('fi,:it,· ('.\T('.·d~

I""ddi'll'd "1I't'~"old 1"\f·l~

• .... '·'111'·<1 "(,(,l'~~ 10 PH\ IlIaillt(,lIatH't' porb

II-III~ ;"I\al)('('d ntll(·,' i1l1t1H'lIticatioll

" ·,111/' "u!!i('~

• \1/'''"'1 '1I'li'ity ,'aptllred alld l0l!!.!..d

• 1III,·lli:":'·1I1 ",1I110-1",II'n" IIlOd(' to t'sta"li~h

( I) I{ I "uril('~

• \IJIClIIJ;J1i(' alarllllJolil'katioll to PC. pa!!('r

'>I I \ \

• I ·"ddl iUIi of alal'llI~ to "ip:lter 1(,n'1 if 110

I' -I">lt-,· \\illlill ,;.. lc'('led fillle fran\('

• \1I1 C1 l1ldli,' ~11I11-do\\'11capahility if 1\0

I' -, 'ClII-" I" "lal'lIh

• .... , '" 1,i1 :.!()'X, di"('OIllIt 011 ('111 in' lilli' of

\1","1 I'd Ill(' fll'OdllCI.~ 1'01' all .\1<:1 CU.... IOlllt·l',;
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Xiox
THE HACKER PREVENTERTM

Advanced artificial intelligence provides

continuous, high level security against

fraudulent access to PBX.

The Xiox Hacker Preventer provides a unique.
proactive approach to telecommunications
fraud control. Using three lines of defense, it
guards inbound access to PBX systems, block­
ing the efforts of even highly sophisticated
hackers. This is achieved through a combina­
tion of user ID, password. and verbal author­
ization, making the probability of guessing a
valid code one in a billion. Repeated access
attempts and unusual call patterns are recog­
nized and access is denied.

Drawing upon experience and expertise
gained over more than a decade of providing
PC-based call accounting and telecommunica­
tions security, Xiox offers a complete family of
hardware and software for successfullv block­
ing, tracking and trapping hackers and system
abusers. In addl~ion to the Hacker Preventer,
the Fort Knox f-mily includes the Hacker
Deadbolt and tilt Hacker Tracker.

Rillillle ~.'D,nowingBenefits
• Three levels of inbound protection from

telephone backers
• Secure, nl<llnitJored use of DISA-type features

for travelililg employees and telecommuters

• ,\ II tomatic recognition of user-profile devia­
tion~ and termination of fraudulent use

• On-demand printed reports for assistance
with fraud analysis and usage research

• St>l'lIre access to remote maintenance ports.
\oice-mail systems and modem pools /.

• FilII realization of cost savings inherent to
remote access systems

• Special 20% discount on entire family of
XIOX products to all MCI customers

Easy Installation and Custom
Configuration
\X'it hill hours. the Xiox Hacker Preventer can
1)1' ill~lalled and configured to meet the precise
~I'('lIl'ity lIeeds of your organization. The unit
cOlllU'cb between one and sixteen extensions to
YOIII' PBX and requires no special trunking or
It·lt·(·otllm facilities. It can accommodate over
:2.000 bllsy hour calls (depending on model)
lhroll,!!h the OIT feature. Configuration and
IIlailllt'IWI1Ce can be accomplished either by
"f'('lln' It'lephone or by using the DOS-based
('otlfi,!!llratioll utility provided with the Hacker
(>n'\"('l1ter.
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.......... n.XIOX""",.::i:;
Hac...... who trip ..... ace•••ing !hot system XHP XHP

Hock.. who trip alarm.1tIoving the sys..... ~~/ XHP

Hock.. who ...... trip alarm. XHP XHP

Hock... who try 10 ........... !hot \lse.'s .ys..... ~~~~

-

• Stop inholllld hackt'r~... thre{' lewis of mTe~~ prot{'ctiotl
illl':\II!l, 11,1'1' ID alHl pa~~\\'onl. wlbal jla~~word. and alanllill~.

• Stop Ol:thol:ml hackel'~... lbt'r IDs catl be H~~igned to lIillt'

dt'fill!~d da,,~t'~ of ~t'ITict' 1'01' ~pt'cific (k~tinatioll" ~lIch a,
illlt'rol'fi('c or ct'rtain art'H code.", or n'"tril'lt'd from lIl'!'t'," fo
ct'rtaill 1!e,tillatioIlS ~lIch a~ illtt'l'lIatiollul 01' allY 101l1!'
di"talH't' calk

• Stop hackers \\'ho dOll't trip alartll~ whell It'a\'ill~ Sy,tl:tll ...
proprit,tary LIseI' profililllZ' automatt'd aCCllllllllatIoll 01..
profiles. alld artificial illt!·lligellct' cOlllpari;;olls to prnf tit"
st'paratt' hackt'r~ from lI~ers.

• Stop hackers who try to recollfi!!llre the lI;;t'r sy~tetll... .
tlw relllote IIlUilltelUlIlct' port is protectt'd hy all array oj
pa~.,\\'ord altt>rnatin'.s:a dial buck !IIodt'lII capabiljt~ alld
pa~s\\'onl;; ill t'Hp!,t 1'01' limited periods ,"ch as Ollt'-lill\l'
or 2+ hOllr lise.

• Track IHlt'ker~... robllst rq)ortilllZ capahilitit's ind"dt,
.\uthorized C;;er. Call Detail. .\etiw ('ser [I),. alld Oail~

Acti'ity hy ('spr!D.

The Hacker Preventer™

Voice Mail

r-;l
.L::J

Modem Pool

( 000)

1 r; y 1'1 II i l:: a I Spee i fIe a t I OilS ,

Ph Ysic aI Housing: Shelf or desk mounted enclosure
H13.5 in. W7.5 in. 016 in.
Weight, exclusive of packing materials: 28 pounds

Elee t ric aI Mains power: 115/230 Vac, 50-60 Hz, 50 VA max,
25 VA typical

En vir 0 nmen t Operating temperature 10-50 deg. C.
Relative Humidity 10-95%.

Tel eph0 ne ftJ11 analog. FCC registration EMC54S-15118-MD-E.
Reqv: 0.8B. ULE10 1818.

Fun ct ion aI User 10 code length: 8digits maximum, 1digit minimum.
Dialed number length: 28 digits maximum.
Global Service Classes: 0 restricted 1&2 unrestricted
User Service Classes 0 restricted, 1-9 unrestricted.

Rep 0 rt s Authorized User 10 list, selectable by range of user code.
Call detail report, last in-first out, 5000 call sliding window
Active User Report, seleciable by range of user code.
Daily Active User Report.

Trunks

o
MATRIX KEY:
XHT= Xiox Hacker Tracker XHDB= Xiox Hacker Deadbolt

IRISATM
In....igent Restricted

Inward System Access

Stations

[8 if]
FOR INFOIM"ION

CAll1(8db.IJ~8188

XIOX Corpora:~ion

577 Airport Bllvd., Suite 700

Burlingame, CA 94010

Telecommulers

Software
Defined Networks

RltIftOM
Maintenance Ports

©MCI TelecoMMUnications Corporation, 1993 Control No. 200191193
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Telecommtllllcatio/ls
Frilud Protection

II

II
• Customer notification of potentially fraud­

ulent usage
• Assistancl' in resolving fraudull'nt situations

1 CPE Add-on Equipment
through Affiliates
Program

• 20o/c discount on MicroFrame and Xiox
l'quipment for MCI customel'S

• Monitors any traffic routed through it: is
not l'xclusivf' to the traffic of .wCI or any
other carrier

• Can be set to take corrective action without
human intervention

• Has thrl'sholds that can be tailored to indi­
vidual business traffic patterns

• Monitol's traffic on real time basis

II.... 4.Third-Party
Insurance

• Coveragl' of aU of customer's long distancl'
tl'affic

• No MCI requirement for traffic volume
commitment

• True insurance, not a service guarantee

For more information on how MCI Deteet
ean help you put the finger on fraud speak with
your MCI representative.

2. Analvsis of Customer
Traffic-Free to MCI
Customers!

• Analysis of customer's MCI dOllwstit'ally'
originated 800 traffic and outl>ound inlt',·­
national to select high-fraud t,t>llIltl'it's

TI-"'l!J. his is the first l'dition of the Mel
. . I Detect newslettl'r. DETECTOR:"

WI' have designl'd this publication
to providl' you with an OH'/'vipw
of MCl's fraud p/'eHlltiol1 fl'a­

turl'S, infonnation on thl' latl'st fraudulent tl'ch­
niqul's, hl'lpful hints on how to deal with
fraud and fl'aturp storil's on how Wt' hayp
hdppd eustoml'/'s.

A growing number of companit-s IUl\p bpen
ennf,·ontl'd with the toU fraud pt·ol>'t'rn. Whill'
estimatl'S vary. it is generaUy aeknowlt'dged that
CPE-related fraud accounts fOI' 1/101'/' than .j-; I
billion each year in losses. The possihility of
b!'ing hacked is very real.

MCI' has a long history of hl'lping OUI' custorn!'!'s
dl'al with fraud problems includinl-! holdinl-!
f"aud prevention seminars, pnl\itling on-sitp
eollsulting and supplying educationalrnalt-,'ials.

Now a new genl'ration of anti-f/'aud nwasul'!,s
have been developed to comhat toll fraud.
MCI Detect is a value-added spni/'t- dt·\t'loped
to "HELP YOU PUT THE FI\GEH 0""
FRAUD." It is a multi-faceted appl'Oa,.fl I'on-

i
'ist~ of 4 key elements:

1. Customer Awareness
& Education-
Free to MCI Customers'

• Exelusive, award winning, fraud awan'nt'sS
video. "Invisible Criminals"

• MCI DETECTOR, quart!'r1y infol'lnativ!'
newsletter

• Manual on easily compromised ePE li'atUl"t's
and functions (available mid-199;{)

• "Hands on" consulting

tl tile

11.",
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Mel has a

long history

ofhelping our

customers

withfraud

problems.

hints
a/SA

f'raml lletllOll (,~) - DISA is dt'si/-'11t'tl til allow
remote access to a PBX an(1 then odginatt· an
outbound call. As a result of this dt'si~n,

manv PBX owners use DIS \ in lit'u of CaUin~
Cards: however. it is also ust·d by ('aU-sell
operators in placing fl'audulent ('ails.

The hackers a1'e ahle to Im·att· tlJt' DIS \ f..a­
ture with the me of a "wal' dialt'I':' Tht' "\\al'
dialer" dials telephone nllmlwl's nllldomly.
generally 800 numbers. IIntil a modern 01'

dial tone is ohtained,·\flel' a nllmlwr is fOlllul.
hacking software is then ust'd to s"a'Th I;l!" Htlid
authodzation eodes (auth (·otl.·.·). Cod ..s a ...·
"frequently" but not always distribuI"d 10
piraled Yoit.email system ... alld t'ompll!('"
bulletin boards. The cmlt's an' nsually dis­
tributed to a network of call-" .. II 0l'(','alors

and may also be posted on hllllt'tin hoanls

and yoicemail systems.

I'rtllld Soilltioll (s)-Then' al't'many st",.s a
PBX owner can take to pl'PH'Il1 1111l·k(·rs 1'1'0111

ohtainingand fraudulently usill~ lilt' DlSA fca­
ture. To begin with auth (·od(·s shollid lit'
made as long as possible. At the WI! Icasl a fac­
tor of 10.000 should exisl 11t'1'\('''1l Illl' adj\!,
codes. For example. if th.'I'.· an' W IIS('I'S
the code should be at leasl;) di~ils IOIl~ 110 x
10.000 + 100.00 or 5 digits).\UIIi .·od.'s should
be randomly scattered thnJllldlOul tIll' I'0s."i­
ble I'an"e hut nol easily d..fiJll'd (t·.;!. I~:H
or llll~. Class of servit:" 1'('SII'idions should
be applied to the aulh codes. Ollh IIS('J'S \\ilh
a truly legitimate need shoul,1 Ill' .. llow.·d
International dialing thl"Ou~h tlH' DIS\, \
monitoring system should lit's,", Ul' 10 ,'.',·onl
DISA usage. Monitoring rt'pm'ls slwlIl,1 show
Ihe number of times and milllllt'" all auth
code is used in a day. If possihlt·, th.· (I, ,11m' \ ahlt'
of those calls should also lit' nolt'd on lilt'

reports.

Voice MailBoxes (VMS) As Bulletin Board

Fralld Metllml (.~)-Thert' an' Iwu lyl"'S of
VMB Systems fraud. Tht' first t~ 1'1' O('('(II'S
when a hacker takt's ovel' a box and liSPS it to
communicate with otht'r hackt'I's, This ('all Ill'

pXlll'nsin' if a('('pss is gaillt'.IIU tilt' \"IB Sys­
lI'm ,in an ROO numht'I'. In this situation, a
hack•.r ty pieally haeks out tilt' hux pas.• \\ 111'1 I
anti t'ilangt·s it along with tht' gn·t'tin~.

f'r(//ul So/"t;oll (s)-Tu prutt't'l a~ainst a
VMB being pirah'd the followin~slt'ps should

I)t' ta k('ll:
• Du nol alluw atlministr'ati\'(' a('('('SS ,ia lilt'

phOllt'. If tl'ie('ulll pt'I'SUII ean add. dt'lt'll'
anti change boxt·s via th... phonf'. sO (',Ill a

hackt'I'.
• Du not ha\t' actht' mail boxes Ihal 110 /lol

haH' an uwne ...
• PasswtH't1s shuultllw at leasl 0 digilS lUll;.!,
• If possiblt>. I'as;;wunls should "xpin' (''''J'y

30-90 days.

Voice Mail Boxes (VMS) Garnering Dial Tone

f'r(//ul Jletlwtl (,_)-Tht' second typ" of aIJlI~.·

involws ganll'rill!( a PBX dial tone ,ia tilt' "lB.
This is aecomplisht'd in two ways. Bolh nlt'llI­
ot\;; can Imnsf... " out of the VMB to a phllll.· IIU
the system. If th.· PBX is not set lip pn,I'.·"/\
tht' t;'ansft'I' t'an be madt' tlireetly 10 dial loll., ,
In OtlWl' inslam'es th~ eallt'r t ..ansf.....s lu an
extension. In sonlt' ('ases the t'xtt'nsioll 111<1\ I...
on anothel' PBX and require transmis"illn
oW" a lie lint'. [f the tit' line is nol prol'('.'"
seeurt'.!. dial tOI1\> ean '* retr;t'vt'tl and fl'a\lll·
ulent ealls plaeed. Finally, all PB\s Ita' ,.
Trunk A(·ct'SS Codes (TACs) 01' Fa.·ility \",., ...
Codes (F\Cs). Tt"chnicians ust' Ihps(' "11.1('­

to makt' test ealls. If aIIowt"d. a hack('r ('all Iran-·
fer 01lt of tht' VMB 10 the TACs 01' F\( :-,

Fr,,"d Sol"tioll (s)- Stt'ps 10 1'1'1'\ ,'III 1'\: \

Fraud:
• Disabling the transferring out f"a III""

This wOldd restrict use to only I't't·pj, in:,: all,l

retrieving messages.
• Limiting aceess to only 4-digil t'"II'U-j"II-,

if transferring is allowed. '
• Blocking 8 &9 access (8 & 9 ~"I1''1,dh

being draw dial tone num}wrs),
• Prohibiting Irunk-to-trunk an'.'" I" '"I

tie lines.
• Disallowing TAC and FAC aet·,·ss I'J'''JII 110,'

VMB.
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Congratulations Karen!

As a result, the fraud-related losses were kept

to less than $500. Had this system of traffic

analysis and prompt action by Karen not

been in place, the loss could easily

have been in the tens of thou­

sands of dollars. Phyllis A.

Thiboutot, Vice President

and Treasurer of The Times

Record, in commending

Karen said, "I especially

would like to forward

my heartfelt thanks

to Karen Curia for

her work on our

account; if it

were not for

her, we would have

only discovered this problem

today. MCI Investigations has done

a superb job."

a.k.a., a "call-sell" operation. She immediately

called The Times Record and advised them

to contact their equipment vendor to secure

their system.

Brunswick,
Maine

Fraudulent Activity
Discovered in
Daily Analysis
Report

activity was occur­

ring. A hacker

most likely had

just cracked an

ac cess code

into The Times

RecordPBX and

sold the code to

an individual who

sold long dis1tIllInCl

service for a fee

from payph,.[)nes,

Mel's Systems

Integrity group re­

cently came to the

rescue of The Times

Recordin Brunswick,

Maine. Karen Curia, an SI Staff Investigator,

noticed in the daily analysis report that an

unusually high number of calls to The Times

Record's 800 number were coming in

from the 212 area code. Karen real-

ized that this pattern was out

of the norm for The Times

Record, and that the 212

area code further indi-

cated that fraudulent
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Beginning April 5, 1993. basic 'ICI SOO Ser­
vice'" and MCI Vision" SOO Sl'nil'\' will include
calls from Hawaii, U.S. Virgin Islands and
Puerto Rico. Previously. lh.>,\' areas were
part of Extended Call Covemg\'. Rasie coverage
will now include these aI'l'as automatically, This
800 service enhancement gin>s you the oppor­
tunity to explore new mal·kds outsidp the

United States.

Although the U.S. Virgin Islands and Puprto
Rico do not currently account fOl' large
amounts of CPE or card fl'awl. there is a
degree of certainty that inbound SOO f!'Om
Puerto Rico will be used to alTesS and d\'fraud
customers' equipment.

We advise our eustomers to blo('k outbound call~

to the 809 aI'l'a code (809 contaim tht· Calibbean
countries) as well as to countl'it·s not included
in the North American Numbt'l'ing Plan.
unless they have business n'asons lo allow
the calls. This precaution will p"l'wnt. 01' at
least limit, the most expensiH' fl'audulent
calls, the international ones. Bllwking outhOlmd.
however, does not pI'l'vent the hackl'r from dial­
ing in to your equipment via your SOO numhn

iD Mcr T..f..communi,'ations Corporation. I'N:l

Control :\0. 24832 5/93

Mel 800 seniee can be tailored so that 800 eaIls
can originate from the areas you specify. This
is called Tailored Call Coverag\'t" Using this
capability. you ean specify. by area code and
exchange (also known as NPA & NXX). the
areas you want to allow l'alls to originate
from and the ones you do not. Jf. in the con­
text of yom' husiness' requirenU'nts. you can
prevent calls to your 800 number, from odg­
inating in a partieular area, you have eliminated
the possibility of fraud attacks via 800 aCl'ess
from that al'ea,

As part of the ehanges to the areas included in
Basic 800 cowrage, MCI is waiving the Tailored
Call Coverage (TCe) charge associated with
blocking from April 1 until June :30. After June
30, there will hea $150 install charge to blol'k
calls from these areas, and a $110 change
charge to include these areas (both one-time

charges).

MCI is currently developing a list of NPA-NXX
combinations from which significant amounts
of fraud originate. This list will be made
available to l'ustomers for consideration for pos­
sible exclusion from 800 coverage plans.

We hope that you have found
the information contained in
DETECTOR helpful in your

efforts to prevent CPE-related
fraud. Lookfor the next issue
ofDETECTOR in the-!hird
qu.arter of '93.



Reprinted from the CMA REVIEW.

_'ThIevesUIIng ltx.rPIX?
JIYllarn--kut en~Aatan

by JIm Snyder

For as long as fees haue
.a.en leuted for teIIphone ser­
utt:e. thIeues have IIChemed to

•auotd paymg thBae charges
ptJ1UaJJm'f.JI Jor Ionf~
caI1Ing~ Urifortunatelfl. tIU
tIafeuery Is not onIv)ItIurWaInfJ.
IU the tndfvfduaII InuoWed
are constantly deoelopmg
IftOre sophisticated I8cIWques
.for perpetratingfraud.

Although telephone fraud ex­
isted prior to divestiture. it was
less visible then beeause the as­
sociated costs were simply
pueed on to ratepayen. Follow­
ing divestiture. howetrer. the op­
portunities to make fraudulent
long-distance calls multiplied.

II

The dangerjOr I1ePBX

owner is thtJt the remote

access~code

wQlbe~

enabling}itl.........CdIs to

be~

tIvwfh~.t!---
Long-dJatEat enter-

ing the market~f flve and
siX digit pe~ mtion
numbers top..".~ .tomers
with accet18to... .As
tbe8e codes ... ely easy
for hacbr8 to~i+ compa-
nlee rely1nC on \ . . were ex-
tn':Jnely~. '.,' combat
thta type or · tt.:-distanceeemce, ' .•.... ed their
defenses. In nse. the
tbteves~f~ lugets and
methods oftidr tldeuteJy.

CMAREVIEW

ReI'noM ace.. fraud
Perhaps the most critical issue

facing telecommunications users
today is remote access fraud.
typically accomplished through
Private Branch Exchanges
(PBXs) and electronic Voice Mail
Boxes (VMBs).

Any business that employs a
PBX or a VMB in its telecommu­
nications system can incur hun­
dreds of thousands of dollars in
losses (in a few days) at the
hands of those intent on stealing
services.

PlXa at the heart of the
problem

The heart of the problem lies
with the capabilities ofPBXs and
similar equipment: not only is
the PBX able to transfer calls to
extensions and provide access to
the public switched network. it
generally has a number of other
useful features. such as remQte
access capabUity.

Remote access capability per­
mits a user to dial an 800 num­
ber or a 7 or 10 dtgtt number
assigned to the Remote Access
Unit (RAU) or the Direct Inward
System Access (DlSA) feature of
a PBX. to remotely enter an au­
thorization code through the
telephone touch tone pad. and to
obtain a dial tone. Then. if no
egress restrictions are in place in
the PBX. a call to any other tele­
phone in the world is generated.

Compromised codes
The danger for the PBX owner

Is that the remote access autho­
rization code will be compro­
mised. enabling fraudulent calls
to be originated through the
PBX Typically. the criminal who
has gained possession of a re­
mote access authorization code

number will make a "free" in­
bound call to the PBX through
the use ofan 800 or a local num­
ber assigned to the customer's
PBX. enter the compromised au­
thorization code. and then dial
the desired terminating number.

Once a PBX code has been
compromised. it will be sold.
then resold by each successive
buyer again and again for as long
as the code remains active.
These codes are also used for
"call-sell" operations in which
long distance phone calls are
"sold" to the public at pay phones
and other locations.

The methods that are
deplqjed against PBXs are

limited only by the Ingenuity

oJthe criminals seeking to
penetrate them.

How hack..Invade PBXs
The methods that are de­

ployed against PBXs are limited
only by the ingenuity ofthe crim­
inals seeking to penetrate them.
For example. jf the lines are au­
tomatically answered by a call
sequencer. which routes incom­
ing calls. the PBX is at risk. A
"hacker" can program his com­
puter to generate calls to an 800
or a local number and learn the
security codes resident in the
PBX during the ume that the call
Is on hold waiting to be an­
swered. A computer isn't neces­
sary. however. to identify a valid
security code. Simple security
codes are often discovered by
hand.

0bIc~call",- fraud
ReceMng nwnerous wrong or

obscene phOMS calls could indi­
cate another variety of PBX
fraud.' The caBer may be taking
advantage of a design flaw in

Fall 1989



PBX Fraud (continued)

older PBXs that returns a dial
tone to the caller if the called
party hangs up first. VMBs are
also targets of this type of fraud
since some systems provide a
dial tone to the caller.

Owner is responsible
Because it is not possible to

distinguish between a caller who
is authorized to use the remote
access facility of a PBX and the
thief who happens to possess an
authoIization code, all telephone
calls originating from the PBX
are carried to the terminating
number dialed, and the charges

for the completion of the call are
passed to the system owner.

The ability of some 800 service
providers to supply the ortginat­
lng number of 800 calls may
make those customers a less de­
sirable target for remote access
fraud because the perpetrator
does not enjoy absolute anonym­
ity. However, the sophisticated
thief who is attempting to avoid
detection may "loop," that is, se­
quentially dial through a number
of different PBXs, and may com­
bine the use ofstolen credit cards
and other illegal means to frus­
trate efforts to trace the actual
ortgin of the call. The thief may
also use public phone facilities

Guard against PBX fraud

that likewise cannot be traced
back to him.

Take steps to "fraud-proof"
Because the mechanism that

permits fraudulent calls to be
made is equipment controlled by
the customer. neither the long­
distance service providers nor
the local telcos will take respon­
sibility for the losses resulting
from remote access fraud.
Consequently. telecommunica­
tions managers must take steps
to ensure that their systems are
secure. CI1D
Jim Snyder is an Executive Staff
Member/Attorney in the Office of
Corporate Systems Integrity for MCI
Telecommunications.

1. Understand all the capabilities of your PBXs and
VMBs. The most logical source of information is
the vendor who sold or services the equipment. A
vendor should be able to describe the fraud-defen­
sive capabilities of a given system.

2. Delete all authorization codes that may have been
programmed into the PBX or VMB for testing and
service. .

3. Frequently audit and change all active codes in a
PBX or a VMS. Those no longer authorized - par­
ticularly codes which were assigned to former em­
ployees, summer interns, and others who are no
longer valid users - should be deactivated immedi­
ately. Access to authorization codes should always
be limited to those who truly have a "need to know. "

4. Treat authorization codes Just as you would credit
card numbers. Each code should be assigned indi­
vidually, and employees should be instructed as to
their confidentiality. For example, they must be
told that codes should never be written down on
anything which might be discarded, lost or seen by
an unauthorized person. Caution them about
using pay telephones at airports. hotels, or bus sta­
tions: someone may attempt to observe the dialing
sequence of the authorization code.

5. Consider replacing the remote access function in the
PBX With a virtual private network card which mini­
mizes the company's exposure to fraud. If the re­
mote access function in the PBX is retained, the
authorization numbers selected as DISA or RAU
codes should be the longest numerical sequence
the PBX is desJgned to handle and choose entirely
at random. Because telephone extension numbers.
Social Security numbers. and employee identlftca­
tion numbers are easily discovered by thieves,
avoid using them as authorization codes.

6. Inform all employees that the person on the other
end of a phone conversation may not be the person
he or she claims to be. Perhaps a thief, who is
trying to learn more about the employee's phone
system in order to defraud the company, is posing
as a legitimate contact. Remind them that "dumps­
ter divers" regularly scour trash receptacles to
obtain discarded company information that may in­
clude remote call authorization codes and other pro­
prietary material.

7. Tailor access the PBX to conform strictly with the
needs of the company. Internatiotial and those por­
tions of domestic long distance access that the com­
pany does not use should be blocked. If feasible.
remote access calling capability should be com­
pletely shut down during off-hours and weekends.

8. Establish an unpublished number for the remote
access unit/direct inward system access, and
program the PBX to wait at least 5 rings before re­
sponding to the call.

9. ReView billing information to identify unauthorized
calling patterns. 800 call detail, a billing option
proVided by certain 800 service providers, helps
identify fraudulent calls to the PBX and/or VMB.
Numerous inbound calls of very short duration usu­
ally indicate hacking activity, while outbound calls
of long duration often, although not always, reflect
fraudulent usage. High volumes of calls during off­
peak hours Oate night and early mornJng) are also
symptoms of possible fraud.

10. Finally. avoid using a steady tone as the prompt to
input an authorization code. Instead, use a voice
recording or no prompt at all. Whenever an invalid
authorization code is entered, the call should
either be ternilnated or routed to a switchboard
operator.




